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1.0 Purpose
The purpose of this document is to describe the design of the System Name/Version No.

2.0 References
System Validation Plan

Requirements Document
3.0 Terminology

Itemize and define acronyms and technical terms not commonly understood by the audience.
4.0 Design Considerations
4.1 Goals and Objectives: Describe the overall goals and objectives in designing the system.
4.1.1 Goal/objective1

4.1.2 Goal/objective 2

4.2 Strategies: Describe decisions or approaches that affect overall organization of the system.
4.2.1 Strategy 1
4.2.2 Strategy 2
4.3 Constraints: Describe significant limitations that impact the design of the software.
4.3.1 Constraint 1

4.3.2 Constraint 2

5.0 High-level Design
Describe/show the overall design of the system and major responsibilities that the software must perform. Address overall data flow, software components and the approach for their decomposition, behavior and relationships (for custom software), platform hardware and network components, devices, and interfaces and their relationship to one another. Diagrams, flowcharts, and tables are encouraged here. If the system is simple, one diagram may be enough. If necessary, group the information into smaller, meaningful sections, e.g., 5.1 Data Processing, 5.2 Software Components, 5.3 Platform Components, 5.4 Interfaces. Examples of this breakdown are provided below.

5.1 Data Processing: Data collected on Data Collection Forms (specific fields in specific tables) that reside on Study database Z are transmitted to System X, where they are processed by the user. The processed data is then transferred back to Study database Z (see Diagram 5.1-1). The primary functions of System X are to:
· Transfer codes between databases
· Reconcile previously coded data and flag uncoded data
· Assign codes to uncoded data
· Produce a standard report
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5.2 Software Components: The basic software components of System  X are the following (see also diagram 5.2-1):
· Uncoded data transfer program– This DTS package reads and extracts data from medical data collection forms and transfers this data to the System X database.
· SQL stored procedures – These stored procedures flag uncoded data, assign codes, and store coded data. 
· Medical Dictionary Upload program – This SQL program uploads and reconciles the medical dictionary provided by vendor Y.
· Coded data transfer program – This DTS package reads coded data in System X and transfers it to a specific table in Study Database Z.
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Note: For commercial software, this section can be used to show available components vs. those that will be used in the context of your system.
5.3 Interfaces: 
5.3.1 External Interfaces – System X interfaces with Study Database Z.
5.3.2 User Interfaces – System X will use a web interface to allow users to perform coding functions.
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5.4 Platform:  System X will reside on existing network infrastructure, utilizing the components shown in diagram 5.4-1.
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5.5 Documentation

Describe storage and protection of system documentation that is stored electronically and how documentation will be made available to the appropriate audiences.

6.0 Platform/Device Hardware and Software
6.1 Network Border: Describe the network solution – local area network and wide area network connections, transmission speeds, switch and routing equipment and their location, and firewall. Address availability of the network. 
6.2 Servers: Minimum specifications for hardware and software in the production environment are: Describe the minimum hardware and software for servers used in the operating (production) environment. If specifications differ for machine type, then use separate tables, otherwise, one table will suffice.
6.2.1 Machine Type 1

	Processor
	Identify the processor and minimum speed.

	Memory
	Indicate minimum storage capacity.

	Operating

System
	Identify name and version number of operating system software.

	Additional Software
	List additional software/utilities needed for correct operation of the machine.

	Ports
	Identify number and type of ports to be used.

	Other
	List additional criteria needed for correct operation of the machine.


6.2.2 Machine Type 2

	Processor
	Identify the processor and minimum speed.

	Memory
	Indicate minimum storage capacity.

	Operating

System
	Identify name and version number of operating system software.

	Additional Software
	List additional software/utilities needed for correct operation of the machine.

	Ports
	Identify number and type of ports to be used.

	Other
	List additional criteria needed for correct operation of the machine.


6.3 Workstation: Minimum specifications for workstations are:
Describe the minimum hardware and software for workstations used in the operating (production) environment. If specifications differ by workstation type, then use separate tables, otherwise, one table will suffice.
6.3.1 Workstation Type 1
	Processor
	Identify the processor and minimum speed.

	Memory
	Indicate minimum storage capacity.

	Operating System
	Identify the name and version number of operating system software.

	Ports
	Identify number and type of ports to be used or state not applicable.

	Video
	Indicate what type and size of monitor is needed.

	Audio
	Indicate whether speakers are needed and what type or compatibility criteria.

	Browser
	Identify the type of browser to be used.

	Software
	List additional software needed by the user.

	Data Input
	Indicate need for keyboard, mouse, or other type hardware for data input.

	Other
	List additional software and hardware criteria needed for correct operation of the machine.


6.3.2 Workstation Type 2
	Processor
	Identify the processor and minimum speed.

	Memory
	Indicate minimum storage capacity.

	Operating System
	Identify the name and version number of operating system software.

	Ports
	Identify number and type of ports to be used or state not applicable.

	Video
	Indicate what type and size of monitor is needed.

	Audio
	Indicate whether speakers are needed and what type or compatibility criteria.

	Browser
	Identify the type of browser to be used.

	Software
	List additional software needed by the user.

	Data Input
	Indicate need for keyboard, mouse, or other type hardware for data input.

	Other
	List additional software and hardware criteria needed for correct operation of the machine.


6.4 Device: Minimum specifications for the device are:
Describe the minimum specifications for the device on which the software will be operating (bullet, table, or paragraph description are fine.

	Spec Type 1
	Indicate parameters/describe.

	Spec Type2
	Indicate parameters/describe.

	Spec Type 3
	Indicate parameters/describe.


6.5 Peripheral Hardware: Minimum specifications for peripheral equipment are:
Describe the minimum specifications for peripheral hardware used in the operating (production) environment.
	Fax
	Indicate specific make/model or state any make/model

	Digital Sender
	Indicate specific make/model or state any make/model

	Scanner
	Indicate specific make/model or state any make/model

	Printer
	Indicate specific make/model or state any make/model

	Other
	Indicate specific make/model or state any make/model


7.0 System Integrity

7.1 Physical Controls

7.1.1 Location: Give address (street, suite or office no., city/state/zip) of where the computer system or device(s) will reside.
7.1.2 Access: Describe how access to the system will be controlled, to include how the location is physically secured (e.g., locked doors), how accessed is gained (e.g., key card), and which personnel are permitted access without an escort (e.g., network administrator). Indicate whether the solution is pre-existing or needs to be installed or upgraded.
7.1.3 Security Monitoring: Describe or list the equipment and manual methods used to detect and notify of security breaches and out-of-range environmental conditions (e.g., fire alarms, security alarms, security personnel, TV monitors). State when these alarm systems are active, who will test them and how often, and who is notified when they are tripped. Indicate whether the solution is pre-existing or needs to be installed or upgraded.
7.1.3.1 Security method 1

7.1.3.2 Security method 2
7.1.4 Power: Indicate type/number/size, etc. of power supply outlets, UPS units, and generators.
7.1.5 Environmental Controls: Indicate acceptable ranges for relevant environmental conditions necessary for correct operation of the computer system/device – temperature, humidity, altitude, vibration, etc. Describe the controls (bullet form is fine) used to maintain these ranges and to detect and notify personnel when out-of-range. Indicate whether the solution is pre-existing or needs to be installed or upgraded.
7.1.5.1 Environmental control 1

7.1.5.2 Environmental control 2

7.1.6 Fire Suppression: Describe what fire suppression is used at the location where the computer system/device resides.
7.1.7 Other: Describe any other relevant physical security/environmental controls used to operate equipment and protect the computer system/device and data from unauthorized access and damage. Indicate whether the solution is pre-existing or needs to be installed or upgraded.
7.2 User Access Controls

7.2.1 Components: Describe the components that make up a user account and the formatting conventions used to ensure that each account remains unique.
7.2.2 Passwords: Describe conventions for password creation (new and default passwords), how passwords are created, and standards used for password strength.
7.2.3 Monitoring: Describe logical controls used to monitor user account activity, prevent unauthorized use, and detect and alert users and administrators of attempts by persons other than the user. 
7.2.4 Maintenance: Briefly describe set-up of new accounts, changes to existing accounts, reissuance of accounts, and deactivation.
7.2.5 User Roles

	Role
	Reference ID
	Features
	Permissions

	User Role A
	A1
	Feature 1
	List capabilities (e.g., read, write, update)

	
	A2
	Feature 2
	List capabilities (e.g., read, write, approve)

	User Role B
	B1
	Feature 1
	List capabilities (e.g., read, write, approve)

	
	B2
	Feature 2
	List capabilities (e.g., read, write, approve)

	User Role C
	C1
	Feature 1
	List capabilities (e.g., read, write, approve)

	
	C2
	Feature 2
	List capabilities (e.g., read, write, approve)


7.3 Environments: There will be X (number) environments, as listed below:
	Reference ID
	Environment
	Purpose
	Access

	A
	environment 1
	purpose 1
	user group(s) 1

	B
	environment 2
	purpose 2
	user group(s) 2

	C
	environment 3
	purpose 3
	user group(s) 3


Identify environment types that will be installed/supported (i.e., development, test, prototype, demo, test, production). For each environment, describe activities that will occur in the environment and groups of individuals (e.g., programmers, testers, end users) who will be granted access to the environment.
7.4 Device Access Controls

Describe the controls used by the computer system to accept authorized devices, monitor device activity, and detect and prevent unauthorized device access.
7.5 Audit Trail

Describe how the audit trail will be implemented.
7.6 Electronic Signatures

7.6.1 Components: Describe the components that make up an electronic signature. If the signature is digital, describe the formatting conventions for creation, how they are created, and standards to ensure that each signature remains unique.
7.6.2 Application: If the signature is digital, describe what constitutes a single period of controlled access and which components are required during subsequent signings during the session.
7.6.3 Monitoring: Describe logical controls used to monitor signature activity, prevent unauthorized use, and detect and alert users and administrators of attempts by persons other than the user. 
7.6.4 Maintenance: Briefly describe set-up of new signatures, changes to existing signatures, reissuance, and deactivation.
7.6.5 Metadata: Describe metadata content and how it will be stored.
7.7 Back-up and Recovery

Describe the back-up and recovery solution – how and when data will be backed-up and associated logical controls for monitoring back-ups and detecting back-up failures and data corruption. Diagrams are helpful. If the solution is complex, a diagram is encouraged. See diagram 7.7-1 as an example. If the storage location is separate from the operational location, describe the physical controls associated with data storage, using the list of physical controls in section 7 as a guide.
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8.0 Methodology

8.1 Development

Explain how the development process will be carried out. Address the following:

· Number of programmers and how work will be partitioned

· Coordinating among programmers and other members of the validation team

· Programming tools 

· Code control methods (for custom software)
· Coding standards (for custom software)
8.2 Verification

Describe the approach to verifying code and/or configurations. Identify types of checks, tests, and reviews that will be performed prior to system testing and how this activity will be documented (e.g., verification protocol). This activity may be more or less than originally projected in the validation plan – include justification of the change in effort here.
9.0 Detailed Design
Describe the software components mentioned in the high-level design in greater detail. This information may be complemented in even greater detail by comments in the code, so organize and tier the information appropriately. Address the following:
· Operational scenarios

· Data inputs and outputs

· Data structures, rules, formats, and variable definitions (address as a separate section, if appropriate)
· Checks – authority, sequencing, records, devices

· Logical structures/algorithms

· Messages and alarms
· Reports
· Available configurations and selected configurations
· Communication links among internal components/software

9.1 Component/Feature 1
9.2 Component/Feature 2
10.0 Data Management

10.1 Data Structures: Describe relevant conventions applicable to data or groups of data. This section can be in place of, or supplement the information in section 9.0.
10.2 Data Conversion: Identify data types that require conversion and the approach being used for each. If this is a significant topic, a separate document is recommended – reference it here. If data conversion is not needed, state this.
10.3 Data Migration: Identify data types that need to be migrated and how migration will take place, checks and tests, and how activity will be documented (e.g., verification protocol). If this is a significant topic, a separate document is recommended – reference it here. If data migration is not needed, state this.
11.0 User Interfaces

Describe the look and behavior of the user interface. Include any standards that programmers must abide by. Explain the basic approach to the interface’s design and based on risk factors for usability and safety.
12.0 External Interfaces

Describe the interfaces mentioned in the high-level design in greater detail. Address the communication links/data transfer methods between the system and the external interface. Describe security protocols for data transmission.

Hazard Analysis
	Section 1: Status – Pre-Mitigation (Check one)

	Option 1:  FORMCHECKBOX 
 Non-medical device – OTS or custom development (Complete Section 2)
Option 2:  FORMCHECKBOX 
 Medical device, custom development – Low, Moderate, or High Level of Concern
                      (Complete Section 2)
Option 3:  FORMCHECKBOX 
 Medical device, OTS – Low Level of Concern (Complete Section 3)
Option 4:  FORMCHECKBOX 
 Medical device, OTS – Moderate or Major Level of Concern (Complete Section 3)

	Section 2: Risk Analysis (Options 1 or 2 checked)

	Hazard ID
	Possible Hazard
	Potential Causes
	Risk of Occurrence Rating

	H1
	
	
	

	H2
	
	
	

	Section 3: Hazard Analysis (Options 3 or 4 checked) 

	Hazard ID
	Possible Hazard
	Potential Causes
	* Severity
Rating

	H1
	
	
	

	H2
	
	
	

	Section 4: Status – Post-Analysis (Check one)

	Option 1:  FORMCHECKBOX 
 Low Level of Concern (Stop here)
Option 2:  FORMCHECKBOX 
 Moderate Level of Concern
                      (Complete Section 5, Mitigation/ Residual Risk columns)
Option 3:  FORMCHECKBOX 
 Major Level of Concern
                       (Complete Section 5, Mitigation/Residual Risk/Justification columns and Section 6)

	Section 5: Mitigation Analysis (Check one)

	Hazard ID
	Mitigation Description

(Link by ID to hazards

listed in Section 3)
	*Residual Risk Rating
	**Justification



	H1
	
	
	

	H2
	
	
	

	Section 6: Post-Mitigation, Major Level of Concern – Special Documentation Requirements

	If Level of Concern is Major after mitigation steps have been taken, the following actions are required:
· Audit of OTS Software Developer focused on software design, development methodology, and V&V procedures and results

· Audit of the Device Manufacturer focused on V&V procedures and results specific to qualifying the software for use with the device
· Demonstration/establishment of mechanisms for continued maintenance and support of the OTS software should the developer discontinue support

If the above audits cannot be accomplished, the software should not be used.



*Severity/residual risk rating cannot be higher than the assigned Level of Concern. If it is, re-evaluate and adjust the rating for the Level of Concern or the severity rating for the hazard based on your final determination.
**Required only for Major Level of Concern after mitigating the hazard.
13.0 Quick Reference

This section consolidates key information to allow quick identification of important programming concepts and their location in the system. It can be expanded or broken into separate tables based on groupings and detail level that make sense to you. The quick reference format/content is optional, provided the information is addressed elsewhere in the appropriate sections of the document. The summary table below is an example.
	No.
	Feature Description
	Component A
	Component B
	Component C

	Electronic Signatures

	1
	PI approval of medical data form
	X
	 
	

	2
	PI approval of medical code assigned
	
	X
	

	Record Checks

	3
	Invalid or missing records
	X
	X
	X

	Sequence Checks

	4
	Data received before PI can approve
	X
	
	

	5
	Data flagged unresolved before code can be applied
	
	X
	

	Device Checks

	6
	Not applicable
	
	
	

	Messages

	7
	Invalid medical code for this participant group.
	
	X
	

	Reports

	8
	Medical codes by participant.
	
	X
	

	9
	Total number of medical codes transferred.
	
	
	X

	Configurations

	Description
	Value

	10
	Approval Option
	YES

	11
	Data flag
	ON

	12
	Date format
	month in text


14.0 Traceability

For every requirement (major section and subsections), enter the corresponding hazards and design sections that address the requirement. Use the comments section to provide explanation or clarification of your entries. Below is an example of how the mapping might look.
	Requirement No. and Description
	Hazard No.
	Design No. and Description
	Comments

	1.0 Purpose
	NA
	NA
	not a requirement

	2.0 References
	NA
	NA
	not a requirement

	3.0 User Group Profiles
	NA
	6.2.5 User Roles
	

	4.0 Process Overview
	NA
	5.4,  Software Components; 5.5, Data Structure
	

	5.0 Operating Environment
	NA
	NA
	section header

	5.1 Operating Hours
	H2
	5.1Platform Architecture
	availability

	5.4 Platform
	NA
	5.2 Platform Hardware/Software
	section header

	5.4.1 Network Border
	H2
	5.2.1, Network Border
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