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Street Address

San Francisco, CA 94XXX
Document History
	Date
	Description of Change

	mm/dd/yy
	New document.


1.0 Purpose
The purpose of this document is to describe the requirements for the XX System/Version No.
2.0 References
System Validation Plan

3.0 User Group Profiles

The following groups will be using the system:

· Functional Group Name – Give a high-level description of the user group and the functions they need to perform using the computer/device. State where the users are located and the number of users anticipated for this function.
· Functional Group Name – Give a high-level description of the user group and the functions they need to perform using the computer/device. State where the users are located and the number of users anticipated for this function.

4.0 Process Overview

Describe the overall process that the computer system is supporting. A high-level flow-chart is also recommended for this section. See example Flow Diagram 4.0-1.

[image: image2.emf]Coordinator reviews

forms

Site reviews data on-

line for correctness

Package

complete?

Coordinator

queries site

Coordinator enters data

into the system

Incoming forms

Data entries

correct?

Site notifies

Coordinator and

Coordinator makes

corrections

Forms Entry

Report

PI approves data on-

line

Coordinator generates Forms Entry

Report and sends completed

paperwork to sponsor.

END

YES

NO

NO

YES

Sample Process Flow

Diagram 4.0-1


5.0 Operating Environment

5.1 Facilities: Operations will take place at X or approximately X (number) facilities(s). 
5.1.1 The system shall reside in a secure location with sufficient environmental controls to limit access to authorized individuals and to protect data from damage or loss.

(List any desired security features for the computer system/device – bullet form is fine. If you do not yet know what you need, security can be addressed in more detail in the Design Document.)
5.2 Platform: The platform shall consist of the following:
5.2.1 Network Border: Describe at a high-level, connectivity and security controls.
5.2.2 Servers: Indicate number of type of servers (e.g., File, Web, etc.)
5.2.3 Workstations: Describe type of workstation (e.g., desktop, laptop, dummy terminal, etc.)
5.2.4 Peripherals: List type and number of peripheral support devices (e.g., fax machine, scanner, printer, etc.) needed to support operations.
5.3 Processing Capacity: (List anticipated capacity of the system for relevant units.)
5.3.1 Concurrent users: number

5.3.2 Other (e.g., scans per day): number

5.3.3 Other (e.g, records per unit): number

5.4 Operational Life: The anticipated time that the system will be operational is xx months/years.
6.0 Electronic Records
6.1 Access: Access shall/shall not be controlled by the persons responsible for record creation.
6.1.1 Each user shall be uniquely identified and all on-line activity by that user shall be attributed to that user.
6.1.2 Data input shall be limited to authorized individuals and devices.
6.1.3 The system shall permit and restrict access to features based on roles and responsibilities.
6.1.4 The system shall protect data transmission from point of record creation to receipt. (required for open systems)
6.2 Audit Trail:

6.2.1 For all data, the system shall record who made a change, date and time the change was made, description of what was changed, the old and new value, and the reason the change was made.
6.2.2 The system shall not obscure previous entries in the audit trail.
6.2.3 The system shall prevent users from deleting the audit trail or data in the audit trail.
6.3 Authority Checks: The system shall check and prevent unauthorized users from gaining access (see also 6.1).
6.4 Device Checks: The system shall limit data input to the following (see also 6.1) devices:
· Device 1

· Device 2

6.5 Record Checks: The system shall check for and flag invalid or altered records for the following records/data:
· Data/record type 1
· Data/record type 2
6.6 Operational Checks: The system shall check the following tasks to ensure that work is performed in the correct order:
· Task order 1
· Task order 2
6.7 Storage and Reproduction:
6.7.1 Records shall be protected throughout the retention period. The retention period equals the operational life of the system (see 5.3) plus X months/years for a total of X months/years.
6.7.2 The system shall generate, on demand, accurate and complete copies of records in human readable and electronic form, suitable for inspection, review, and copying.
6.8 Back-up, and Recovery:
6.8.1 Records shall be backed-up on a regular cycle every X days/months.
6.8.2 The most recent back-up cycle shall be stored in the following manner: describe how the back-up will be stored (e.g., in a fire-proof cabinet at location X; off-site in a facility and location that is as equally secure as that of the original records; on a server hosted by vendor X.
7.0 Electronic Signatures: Electronic signatures shall/shall not be used for the following users and purposes: (If electronic signatures will not be used, delete all of the text that follows.)
	User Role
	Purpose of Signature

	Role 1
	Describe the action and item being acted upon (e.g., ‘Approving changes to case report forms’ 

	Role 2
	Describe the action and item being acted upon (e.g., ‘Approving changes to case report forms’


7.1 Signatures shall be unique for each user and will be digital/biometric.
7.2 Signatures shall consist of X (must be at least 2) components: describe the components (e.g., ID code and password). (for digital signature only – delete if not used)
7.3 Signatures shall not be reused. (for digital signature only – delete if not used)
7.4 Within a single period of controlled access, all signature components shall be required on first signing. One component of the signature will be required thereafter up to the end of the session. (for digital signature only – delete if not used)
7.5 The system shall maintain metadata for records with electronic signatures – the person’s name, date and time of signature, and the meaning of the signature shall be recorded. This metadata shall be subject to the same controls as electronic records.
7.6 The system shall prevent use of signatures by anyone other than the genuine owner such that at least two individuals must collaborate in order to commit fraud.
7.7 The system shall monitor for unauthorized use of signature identifying components and shall have the capability of deactivating compromised signatures and accepting a temporary or permanent replacement for authorized individuals.
8.0 Operating Features
8.1 Function X: The system shall describe what you want the software to do. Include any sub-function(s).
8.2 Function Y: The system shall describe what you want the software to do. Include any sub-function(s).
8.3 Reports: The system shall generate/not generate standard reports:
· Report description 1

· Report description 2

(If you know what reports you need, list them here – bullet form is fine. If you do not yet know what reports you need, they can be addressed in more detail in the Design Document.)
8.4 Messages: The system shall/shall not generate specific messages.
	Message Type
	Purpose of Signature

	Action confirmation
	· Message description 1 (e.g., ‘Record Saved’).
· Message description 2 (e.g., ‘Record Updated’)

	Error
	· Message description 1 (e.g., ‘Invalid entry’)
· Message description 2 (e.g., ‘Invalid action’)

	Other
	· Message description 1

· Message description 2


9.0 Interfaces: The system shall/shall not need to interface with any internal (Local Area Network) or external (Wide Area Network) systems.
	Interface
	Type
(Indicate 

LAN or WAN)
	Description

	Interface 1
	
	Describe the device, software, or system that this system will interface with.

	Interface 2
	
	Describe the device, software, or system that this system will interface with.


10.0  Other (Add other major requirement categories, as needed.)
11.0  Approvals
Author(s):

The information herein is complete and accurate to the best of my knowledge.

__________________________________________
__________________

Name/Title






Date

Reviewer(s):

I have reviewed the document and agree with its contents. 

__________________________________________
__________________

User representative, Name/Title



Date

__________________________________________
__________________

User representative, Name/Title



Date

__________________________________________
__________________

Technical representative, Name/Title



Date

__________________________________________
__________________

Technical representative, Name/Title



Date

_________________________________________

__________________

Other, Name/Title





Date

_________________________________________

__________________

System Owner, Name/Title




Date
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